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0 [bookmark: _Toc21508321]GENERAL
This RFI is submitted in English and in a separate Hebrew version where only Paragraph 1 - Introduction only is in Hebrew.
All other sections containing the technical information are in English.
The overall response to this document will be in accordance with the attached appendix in English.


2 [bookmark: _Toc21508322]INTRODUCTION
2.1 [bookmark: _Toc21508323]Background
[bookmark: _Toc460769520]The Biometric Database Management Authority (BDMA) of Israel is currently operating an ABIS system provided by Gemalto (Cogent technology), and is considering to issue a new RFP to replace the current system.
BDMA is interested in receiving information about organizations that are able to deliver a system based on a proven product and support services to perform this duty. 
This is part of a general review of the issue and is meant to prepare a list of potential suppliers / manufacturers for potential participation in an RFP.
Without this constituting an obligation on its part, BDMA invites organizations engaged in the aforementioned field and meeting the following requirements to submit information:
a) An organization that is a legally registered corporation was engaged in the provision of integrative project management for the establishment of an ABISFI and/or provision of technical assistance and support for ABISFI to at least two customers.
b) An organization such as the aforementioned which itself delivered had performed at least two integrated projects that includes an ABISFI.
Organizations such as the aforementioned that are interested in such are requested to submit any relevant information, including but not limited to:
a) Information about the company, including a description of its experience in similar delivery.
b) Exact specification of the technical specifications of the products, according to and in accordance with that stipulated in this document.
c) List of similar projects in Israel and worldwide in which said products were delivered, with a focus on Biometric registry management, including details of contact people at the organizations for which equipment such as the aforementioned was installed.
As part of the RFI process, BDMA may request a session to present their complete operational functioning solution. 
BDMA will pay a sum of 1,400 USD to a company that their responses will meet the mandatory requirements (clause 1.7) and will conduct a presentation in BDMA premises in Israel. All of this is subject to budget approval for 2020 and the establishment of the bidder in the government financial system.
However, no sum will be paid to companies by the BDMA in excess of 11,500 USD.	
If more than 8 companies will submit a reply, all bidders will evenly share the maximum sum of 11,500 USD.

It is explicitly declared and emphasized that the publication of this notice is no more than the desire to receive information and does not obligate the BDMA in any matter whatsoever, including with respect to an IT system, including the manner of contractual engagement and work method.
That said, BDMA reserves the right to use the information received through this notice to compile a list of potential suppliers, as aforementioned, at its sole discretion. 
It should be emphasized that should an RFP process be conducted in the future, BDMA shall be entitled to change or add conditions and requirements at its professional discretion and in accordance with its needs.
BDMA reserves the right to contact anyone who responds to this notice with a request for additional information and clarification, as needed and to extend the date for response as stipulated in the foregoing.

2.2 [bookmark: _Toc21508324]Classification
Not classified in this stage.

2.3 [bookmark: _Toc21508325]Submission date
All said information must be submitted by emailing the contact person below, no later than:
Date: 07/02/2020 No later than 17:00 Israel time.

2.4 [bookmark: _Toc21508326]Contact
The sole contact for clarifications, as well for submission is:
Name: Dmitry Levy
Role:  Aplication Manager
Email address: magentest@moin.gov.il

2.5 [bookmark: _Toc21508327]Questions & Clarifications
Questions and clarifications must be submitted before:
Date: 10/01/2020 17:00

2.6 [bookmark: _Toc21508328]Evaluation Process
We are planning to conduct a two stages evaluation. 
a. The first stage will include mandatory requiremens verification and evaluation of key criteria from each submission, which will be followed by vendor presentations.
b. The Authority may conduct a second stage which may involve, some of the final leading proposals, to install a demo system as a POC, in BDMA premises to prove their complete operational functioning of the solution and / or a visit to an operational client site.

The conduct of the evaluation of tenders shall be entirely at our discretion.
[image: ]
2.7 [bookmark: _Toc21508329]Mandatory Reuirements
The following criteria will be used for evaluation of the mandatory requirements:
a) An organization that is a legally registered corporation was engaged in the provision of integrative project management for the establishment of an ABISFI to at least two customers or provision of technical assistance and support for ABISFI to at least two customers, upadated to the submission date..
b) An organization such as the aforementioned which itself delivered had performed at least two integrated projects that includes an ABISFI for at lleast 10 millions identities.
c) An organization such as the aforementioned which has a local support in Israel, or will have a local partner in Israel, capable of providing the technical skills of support, and security clearance to work for BDMA (a letter of intend is required).
d) The implemented systems are used for Civil AFIS and not for criminal use.
e) The implemented systems are used as a biometric de-duplication method to provide this service including:
· Fingerprint matching (1:N & 1:1)
· Face recognition matching (1:N & 1:1)
· Fusion matching (1:N & 1:1)
· Additional biometric technologies (future expansion)
· The service includes Authentication capabilities (1:1) and Identity resolution.
· The matching methods do not include any biographic information (reference number only) and are not doing any use of biographic in matching processes.
f) Detail response to RFI 
g) All of the functionalities and the topics are marked as M (Mandatory) in clauses 2 and 3 below. 

2.8 [bookmark: _Toc21508330]Further Evaluation
The Authority may conduct a second stage which may involve, some of the final leading proposals, to install a demo system as a POC, in BDMA premises to prove their complete operational functioning of the solution and / or a visit to an operational client site.
The conduct of the evaluation of tenders shall be entirely at our discretion.
The following criteria will be used for further evaluation:
· Detail response to RFI 
· Presentations
· Site visit
· Demo
· POC
We will evaluate all tenders based on (but not necessarily limited to) the following guidelines:
a) Your understanding of our requirements and your feedback.
b) Your ability to provide the products or services in accordance with our description, including your organisational capability, management capability and competency.
c) Your experience and proven track record in providing products or services of a similar size, nature and scope, including references.
d) The skills, qualifications and experience of your personnel who would be involved in providing the products or services, including references.
e) The approach / methodology that you use to provide the products or services.
f) The content and quality of your proposal, including the degree to which the proposal completely provides the requested information in the specified format.
g) The estimated costs and advantages of your proposal. 
h) Your ability to provide the products or services without any conflict of interest resulting from industries or clients previously or currently served by you.
i) Open architecture of the solution, and ability to use standards in exposing services.
j) Current client’s satisfaction from the system performance and maintenance.

2.9 [bookmark: _Toc21508331]Post-submission Presentations and Discussions
Following submission of proposals, we:
(a) Will not enter into discussion with you about the progress of the evaluation process.
(b) May ask you to meet us and to make a formal presentation on your proposal.   An email will be sent to the contact person two weeks before the presentation.
(c) We may ask you, to install a demo system as a POC, in BDMA premises to prove their complete operational functioning
The intention of these presentations, discussions is to resolve any issues and to refine the requirements based on the vendors' proposals and to further assess the vendors' services.

2.10 [bookmark: _Toc21508332]Payments & Expenses
The companies will develop the responses on their own expenses.
BDMA will pay a sum of 1,400 USD to a company that their responses will meet the mandatory requirements (clause 1.7) and will conduct a presentation in BDMA premises in Israel. All of this is subject to budget approval for 2020 and the establishment of the bidder in the government financial system.
However, no sum will be paid to companies by the BDMA in excess of 11,500 USD.	
If more than 8 companies will submit a reply, all bidders will evenly share the maximum sum of 11,500 USD.

2.11 [bookmark: _Toc21508333]Presentations, Demo & Loan of the system
Hereinafter a short description of the content expected in:
a) Presentation
· Company profile
· Former Relevant experience 
· Solution presentation
· Client clarifications request
· Open discussion and Q&A
· Short demo (optional)

b) Demo
· System overview and demo
· Specific system modules demo
· System workflow mechanism
· De-duplication service
· Identity resolution functionalities
· Reporting demo
· Open discussion and Q&A

c) Site visit
A site visit to the bidder premises and/or to an operational system client, shall include: 
· Presentation and demo – see a) and b) above
· Open session with the client
· Open discussion with a client without company representatives (30 minutes)

d) POC & Loan
Upon BDMA decision to use the option that the tools proposed be installed in a test environment to prove their complete operational functioning: 
The bidders will be requested to provide the system and products and quote a price for a POC and loan including installation of the proposed software, training and any activities required for their proper and complete activation for a period of 60 days.
The POC will be held in Israel at BDMA premises and will include:
· Installation of the system including all licenses required for a full operation (limited volumes), and biometric data sets (limited volumes).
· Presentation and demo – see a) and b) above
· Training BDMA team (2-3 people)
· Implementation of the following workflow processes:
· Dual control process
· Handling suspicious records
· Identity resolution 
· Parameters management
· Reporting
· Client questions and clarification request
· Proposer SPOC for further clarification
[bookmark: _GoBack]


3 [bookmark: _Toc21508334]SYSTEM HIGH LEVEL DESCRIPTION
3.1 [bookmark: _Toc21508335]General
1. [bookmark: _Toc21508260][bookmark: _Toc21508336]
2. [bookmark: _Toc21508261][bookmark: _Toc21508337]
2.1. [bookmark: _Toc21508262][bookmark: _Toc21508338]
1 [bookmark: _Toc21508263][bookmark: _Toc21508339]
2 [bookmark: _Toc21508264][bookmark: _Toc21508340]
2.1 [bookmark: _Toc21508265][bookmark: _Toc21508341]
The proposal will be submitted according to the description and information of the RFI and shall be submitted in the form structure attached according the instructions below.
3. [bookmark: _Toc21508267][bookmark: _Toc21508342][bookmark: _Toc11771083][bookmark: _Toc11999312]
4. [bookmark: _Toc21508268][bookmark: _Toc21508343]
4.1. [bookmark: _Toc21508269][bookmark: _Toc21508344]
Classification of Specification Items (M)
The following classification will be used for response evaluation of the requirements:
Specification items are marked according to the following categories:
1. [bookmark: _Toc11603981][bookmark: _Toc11604110][bookmark: _Toc11604234][bookmark: _Toc11604461][bookmark: _Toc11605586][bookmark: _Toc11607289][bookmark: _Toc11665042][bookmark: _Toc11667588][bookmark: _Toc11668119][bookmark: _Toc11753083][bookmark: _Toc11755422][bookmark: _Toc11771084][bookmark: _Toc11942191][bookmark: _Toc11942579][bookmark: _Toc11942793][bookmark: _Toc11945265][bookmark: _Toc11947132][bookmark: _Toc11947478][bookmark: _Toc11999313][bookmark: _Toc21508271][bookmark: _Toc21508345]
1.1. [bookmark: _Toc11603982][bookmark: _Toc11604111][bookmark: _Toc11604235][bookmark: _Toc11604462][bookmark: _Toc11605587][bookmark: _Toc11607290][bookmark: _Toc11665043][bookmark: _Toc11667589][bookmark: _Toc11668120][bookmark: _Toc11753084][bookmark: _Toc11755423][bookmark: _Toc11771085][bookmark: _Toc11942192][bookmark: _Toc11942580][bookmark: _Toc11942794][bookmark: _Toc11945266][bookmark: _Toc11947133][bookmark: _Toc11947479][bookmark: _Toc11999314][bookmark: _Toc21508272][bookmark: _Toc21508346]
1.2. [bookmark: _Toc11603983][bookmark: _Toc11604112][bookmark: _Toc11604236][bookmark: _Toc11604463][bookmark: _Toc11605588][bookmark: _Toc11607291][bookmark: _Toc11665044][bookmark: _Toc11667590][bookmark: _Toc11668121][bookmark: _Toc11753085][bookmark: _Toc11755424][bookmark: _Toc11771086][bookmark: _Toc11942193][bookmark: _Toc11942581][bookmark: _Toc11942795][bookmark: _Toc11945267][bookmark: _Toc11947134][bookmark: _Toc11947480][bookmark: _Toc11999315][bookmark: _Toc21508273][bookmark: _Toc21508347]
a)  I - (Information) Items for information only. 
Bidders respond as follows:
“We have read, understood and accept this item.” Any reservations or comments must be noted.
b) S - (Specific) Items that require precise, detailed responses, using the specified format noted, such as details, completion of a table, attachment of certificates, etc. 
Theseare typically closed items. Bidders may add information beyond the information requested in G-type items. In the event of an extensive amount of information, such additional information should be attached as an appropriately marked appendix.
c) M - (Mandatory) Pre-requisite (Go/No Go) or mandatory items. Responses to M items are:
· We have read, understood and accept this item, or
· We have read, understood, and will comply with this item, or
· A complete response (such as required for S items), or
· Approval/certification furnished as required, according to the matter and content of the item.

3.2 [bookmark: _Toc21508348]Background
The ABISFI has been set up to manage a biometric database in order to provide de-duplication services for the national citizen’s registry and issuance of Israel national e-ID and e-Passport (PIBA responsibility).
The ABSFI is managed by a separate authority according the Israeli law, the National Biometric Database Authority (BDMA).
The system is implementing a biometric de-duplication method to provide this service including:
a) Fingerprint matching
b) Face recognition matching
c) Fusion matching
d) Additional biometric technologies (future expansion)
In addition the service includes authentication capabilities (1:1) and Identity resolution.
The system does not include any biographic information (reference number only) and is not doing any use of biographic in matching processes.
The system is to be designed and operate according the legislation in Israel for biometric and privacy. 


3.3 [bookmark: _Toc21508349]System Concept
2. [bookmark: _Toc513282585][bookmark: _Toc513293437][bookmark: _Toc513376206][bookmark: _Toc513884716][bookmark: _Toc513884764][bookmark: _Toc513910121][bookmark: _Toc514057218][bookmark: _Toc515265154][bookmark: _Toc516038845][bookmark: _Toc516039811][bookmark: _Toc516644605][bookmark: _Toc516644765][bookmark: _Toc518720345][bookmark: _Toc519579824][bookmark: _Toc7175657][bookmark: _Toc7175709][bookmark: _Toc7175761][bookmark: _Toc21508279][bookmark: _Toc21508350]
3. [bookmark: _Toc513282586][bookmark: _Toc513293438][bookmark: _Toc513376207][bookmark: _Toc513884717][bookmark: _Toc513884765][bookmark: _Toc513910122][bookmark: _Toc514057219][bookmark: _Toc515265155][bookmark: _Toc516038846][bookmark: _Toc516039812][bookmark: _Toc516644606][bookmark: _Toc516644766][bookmark: _Toc518720346][bookmark: _Toc519579825][bookmark: _Toc7175658][bookmark: _Toc7175710][bookmark: _Toc7175762][bookmark: _Toc21508280][bookmark: _Toc21508351]
3.1. [bookmark: _Toc513282587][bookmark: _Toc513293439][bookmark: _Toc513376208][bookmark: _Toc513884718][bookmark: _Toc513884766][bookmark: _Toc513910123][bookmark: _Toc514057220][bookmark: _Toc515265156][bookmark: _Toc516038847][bookmark: _Toc516039813][bookmark: _Toc516644607][bookmark: _Toc516644767][bookmark: _Toc518720347][bookmark: _Toc519579826][bookmark: _Toc7175659][bookmark: _Toc7175711][bookmark: _Toc7175763][bookmark: _Toc21508281][bookmark: _Toc21508352]
3.2. [bookmark: _Toc513282588][bookmark: _Toc513293440][bookmark: _Toc513376209][bookmark: _Toc513884719][bookmark: _Toc513884767][bookmark: _Toc513910124][bookmark: _Toc514057221][bookmark: _Toc515265157][bookmark: _Toc516038848][bookmark: _Toc516039814][bookmark: _Toc516644608][bookmark: _Toc516644768][bookmark: _Toc518720348][bookmark: _Toc519579827][bookmark: _Toc7175660][bookmark: _Toc7175712][bookmark: _Toc7175764][bookmark: _Toc21508282][bookmark: _Toc21508353]
5. [bookmark: _Toc513282589][bookmark: _Toc513293441][bookmark: _Toc513376210][bookmark: _Toc513884720][bookmark: _Toc513884768][bookmark: _Toc513910125][bookmark: _Toc514057222][bookmark: _Toc515265158][bookmark: _Toc516038849][bookmark: _Toc516039815][bookmark: _Toc516644609][bookmark: _Toc516644769][bookmark: _Toc518720349][bookmark: _Toc519579828][bookmark: _Toc7175661][bookmark: _Toc7175713][bookmark: _Toc7175765][bookmark: _Toc21508283][bookmark: _Toc21508354]
6. [bookmark: _Toc513282590][bookmark: _Toc513293442][bookmark: _Toc513376211][bookmark: _Toc513884721][bookmark: _Toc513884769][bookmark: _Toc513910126][bookmark: _Toc514057223][bookmark: _Toc515265159][bookmark: _Toc516038850][bookmark: _Toc516039816][bookmark: _Toc516644610][bookmark: _Toc516644770][bookmark: _Toc518720350][bookmark: _Toc519579829][bookmark: _Toc7175662][bookmark: _Toc7175714][bookmark: _Toc7175766][bookmark: _Toc21508284][bookmark: _Toc21508355]
6.1. [bookmark: _Toc513282591][bookmark: _Toc513293443][bookmark: _Toc513376212][bookmark: _Toc513884722][bookmark: _Toc513884770][bookmark: _Toc513910127][bookmark: _Toc514057224][bookmark: _Toc515265160][bookmark: _Toc516038851][bookmark: _Toc516039817][bookmark: _Toc516644611][bookmark: _Toc516644771][bookmark: _Toc518720351][bookmark: _Toc519579830][bookmark: _Toc7175663][bookmark: _Toc7175715][bookmark: _Toc7175767][bookmark: _Toc21508285][bookmark: _Toc21508356]
6.2. [bookmark: _Toc513282592][bookmark: _Toc513293444][bookmark: _Toc513376213][bookmark: _Toc513884723][bookmark: _Toc513884771][bookmark: _Toc513910128][bookmark: _Toc514057225][bookmark: _Toc515265161][bookmark: _Toc516038852][bookmark: _Toc516039818][bookmark: _Toc516644612][bookmark: _Toc516644772][bookmark: _Toc518720352][bookmark: _Toc519579831][bookmark: _Toc7175664][bookmark: _Toc7175716][bookmark: _Toc7175768][bookmark: _Toc21508286][bookmark: _Toc21508357]
The system concept below presents the conceptual & logical view of the required solution together with some current features. 
4. [bookmark: _Toc513282593][bookmark: _Toc513293445][bookmark: _Toc513376214][bookmark: _Toc513884724][bookmark: _Toc513884772][bookmark: _Toc513910129][bookmark: _Toc514057226][bookmark: _Toc515265162][bookmark: _Toc516038853][bookmark: _Toc516039819][bookmark: _Toc516644613][bookmark: _Toc516644773][bookmark: _Toc518720353][bookmark: _Toc519579832][bookmark: _Toc7175665][bookmark: _Toc7175717][bookmark: _Toc7175769][bookmark: _Toc21508287][bookmark: _Toc21508358]
5. [bookmark: _Toc513282594][bookmark: _Toc513293446][bookmark: _Toc513376215][bookmark: _Toc513884725][bookmark: _Toc513884773][bookmark: _Toc513910130][bookmark: _Toc514057227][bookmark: _Toc515265163][bookmark: _Toc516038854][bookmark: _Toc516039820][bookmark: _Toc516644614][bookmark: _Toc516644774][bookmark: _Toc518720354][bookmark: _Toc519579833][bookmark: _Toc7175666][bookmark: _Toc7175718][bookmark: _Toc7175770][bookmark: _Toc21508288][bookmark: _Toc21508359]
5.1. [bookmark: _Toc513282595][bookmark: _Toc513293447][bookmark: _Toc513376216][bookmark: _Toc513884726][bookmark: _Toc513884774][bookmark: _Toc513910131][bookmark: _Toc514057228][bookmark: _Toc515265164][bookmark: _Toc516038855][bookmark: _Toc516039821][bookmark: _Toc516644615][bookmark: _Toc516644775][bookmark: _Toc518720355][bookmark: _Toc519579834][bookmark: _Toc7175667][bookmark: _Toc7175719][bookmark: _Toc7175771][bookmark: _Toc21508289][bookmark: _Toc21508360]
5.2. [bookmark: _Toc513282596][bookmark: _Toc513293448][bookmark: _Toc513376217][bookmark: _Toc513884727][bookmark: _Toc513884775][bookmark: _Toc513910132][bookmark: _Toc514057229][bookmark: _Toc515265165][bookmark: _Toc516038856][bookmark: _Toc516039822][bookmark: _Toc516644616][bookmark: _Toc516644776][bookmark: _Toc518720356][bookmark: _Toc519579835][bookmark: _Toc7175668][bookmark: _Toc7175720][bookmark: _Toc7175772][bookmark: _Toc21508290][bookmark: _Toc21508361]
5.3. [bookmark: _Toc513282597][bookmark: _Toc513293449][bookmark: _Toc513376218][bookmark: _Toc513884728][bookmark: _Toc513884776][bookmark: _Toc513910133][bookmark: _Toc514057230][bookmark: _Toc515265166][bookmark: _Toc516038857][bookmark: _Toc516039823][bookmark: _Toc516644617][bookmark: _Toc516644777][bookmark: _Toc518720357][bookmark: _Toc519579836][bookmark: _Toc7175669][bookmark: _Toc7175721][bookmark: _Toc7175773][bookmark: _Toc21508291][bookmark: _Toc21508362]
7. [bookmark: _Toc513282598][bookmark: _Toc513293450][bookmark: _Toc513376219][bookmark: _Toc513884729][bookmark: _Toc513884777][bookmark: _Toc513910134][bookmark: _Toc514057231][bookmark: _Toc515265167][bookmark: _Toc516038858][bookmark: _Toc516039824][bookmark: _Toc516644618][bookmark: _Toc516644778][bookmark: _Toc518720358][bookmark: _Toc519579837][bookmark: _Toc7175670][bookmark: _Toc7175722][bookmark: _Toc7175774][bookmark: _Toc21508292][bookmark: _Toc21508363]
7.1. [bookmark: _Toc513282599][bookmark: _Toc513293451][bookmark: _Toc513376220][bookmark: _Toc513884730][bookmark: _Toc513884778][bookmark: _Toc513910135][bookmark: _Toc514057232][bookmark: _Toc515265168][bookmark: _Toc516038859][bookmark: _Toc516039825][bookmark: _Toc516644619][bookmark: _Toc516644779][bookmark: _Toc518720359][bookmark: _Toc519579838][bookmark: _Toc7175671][bookmark: _Toc7175723][bookmark: _Toc7175775][bookmark: _Toc21508293][bookmark: _Toc21508364]
7.2. [bookmark: _Toc513282600][bookmark: _Toc513293452][bookmark: _Toc513376221][bookmark: _Toc513884731][bookmark: _Toc513884779][bookmark: _Toc513910136][bookmark: _Toc514057233][bookmark: _Toc515265169][bookmark: _Toc516038860][bookmark: _Toc516039826][bookmark: _Toc516644620][bookmark: _Toc516644780][bookmark: _Toc518720360][bookmark: _Toc519579839][bookmark: _Toc7175672][bookmark: _Toc7175724][bookmark: _Toc7175776][bookmark: _Toc21508294][bookmark: _Toc21508365]
7.2.1. [bookmark: _Toc513282601][bookmark: _Toc513293453][bookmark: _Toc513376222][bookmark: _Toc513884732][bookmark: _Toc513884780][bookmark: _Toc513910137][bookmark: _Toc514057234][bookmark: _Toc515265170][bookmark: _Toc516038861][bookmark: _Toc516039827][bookmark: _Toc516644621][bookmark: _Toc516644781][bookmark: _Toc518720361][bookmark: _Toc519579840][bookmark: _Toc7175673][bookmark: _Toc7175725][bookmark: _Toc7175777][bookmark: _Toc21508295]
 
[image: ]

3.4 [bookmark: _Toc21508366]High Level Modules & Functionalities
Aligned to the diagram above.
	#
	Layer name
	Description
	class

	1
	Database layer
	
	

	
	
	Raw data management
	

	a) 
	
	Management of biometric raw data for images
	M

	b) 
	
	Management of biometric raw data for templates
	M

	c) 
	
	Management of biometric raw data for reference – a reference number that represent an identity. 
	S

	a) 
b) 
c) 

	
	Biometric database management
	

	d) 
	
	Management of biometric repository to enable matching for Fingerprints
	M

	e) 
	
	Management of biometric repository to enable matching for Facial
	M

	f) 
	
	Management of biometric repository to enable matching for additional biometric method
	M

	
	
	Other Managerial databases
	

	g) 
	
	Watch lists management (several)
	M

	h) 
	
	Management of rules for policy matching and workflow processes
	M

	i) 
	
	Log management
	M

	j) 
	
	History management
	M

	k) 
	
	Business intelligence repositories
	S

	2
	Biometric Functional
	
	

	a) 
	
	Use of different Biometric coders
	M

	b) 
	
	Use of different Biometric Quality Control
	M

	c) 
	
	Use of different Biometric 1:1 matchers
	M

	d) 
	
	Use of different Biometric 1:N matchers
	M

	e) 
	
	Use of different Biometrics transformation (from to)
	S

	f) 
	
	Use of different Score  normalization
	S

	g) 
	
	Use of different Biometrics Low Level  and other Fusion methods
	S

	h) 
	
	Threshold Management
	M

	i) 
	
	Identity Management
	M

	j) 
	
	Expert Workstation for Identity Resolution, based on all biometric and information available
	M

	3
	Biometric Integration Layer
	
	

	a) 
	
	Use of different Biometric  orchestrator for combined matching
	S

	b) 
	
	Use of different Biometric  Load Balancing
	S

	c) 
	
	Priority Management
	S

	d) 
	
	Management of matching  Policy & Rules
	M

	e) 
	
	Use of different Biometrics high level Fusion
	S

	f) 
	
	Use of various Biometric analysis
	S

	4
	Functional components
	
	

	a) 
	
	Workflow tool management
	M

	b) 
	
	Case  management
	S

	c) 
	
	Query & Report generator
	M

	d) 
	
	Business rules management
	M

	e) 
	
	Identity resolution management
	M

	5
	System Integration Layer
	
	

	a) 
	
	Monitoring  & Control
	S

	b) 
	
	Service Choreography
	S

	c) 
	
	Transaction  Management
	S

	d) 
	
	Batch  Management
	S

	e) 
	
	Online  Management
	S

	f) 
	
	Load Balancing (system)
	S

	g) 
	
	Messaging (ESB)
	S

	h) 
	
	Web Services / Interfaces
	M

	i) 
	
	Failover &  Recovery
	M

	j) 
	
	Event Orchestrator
	S

	6
	Access Management
	
	

	a) 
	
	Access manager & Security services
	M

	b) 
	
	Protective monitoring  & Auditing service
	M

	c) 
	
	Secure authentication & Authorization service
	M

	d) 
	
	Security system management
	M

	e) 
	
	IDM & Role base access
	M

	f) 
	
	SSO
	M

	g) 
	
	Firewall
	M

	h) 
	
	Encryption
	M

	i) 
	
	Logging & Accounting,
	M

	j) 
	
	Record Management
	S

	k) 
	
	External service  gateway
	S

	7
	System Management
	
	

	a) 
	
	Reporting
	M

	b) 
	
	Case management for the whole system
	S

	c) 
	
	Service delivery management
	S

	d) 
	
	Command & Control
	S

	8
	Security & Resilience
	
	

	a) 
	
	Scalability
	M

	b) 
	
	High Availability
	M

	c) 
	
	Security
	M

	d) 
	
	Log & Audit
	M


3.5 [bookmark: _Toc21508367]Main Inputs
The system has two main inputs:
a) Batch files which include biometric records, captured in BDMA offices, and kept in encrypted files at separate storage. These files are downloaded to CD that are manually transferred to the ABISFI through dedicated secured and decrypt process in order to start the de-duplication process.
b) Verification and Authentication requests, sent by law enforcement authorities, after court confirmation, to a matching process to ABISFI. These are sent online, with expected SLA while results are sent back to authorities.
[image: ] 




3.6 [bookmark: _Toc21508368]De-duplication Main Process
The main process is the de-duplication one. Some other processes are also part of the full system.
Every record is matched using several methods according pre-defined policy, including finger only, facial only, and/or Fusion.
Any record that does not meet threshold requirements definitions, is handled manually by two experts and only if both are clearing the record the operation is completed.
Otherwise it is going to further investigation process.

[image: ]

4 [bookmark: _Toc21508369]Functions and Services
4.1 [bookmark: _Toc21508370]General
In addition to the description above, the submitter is required to respond to the topics of this paragraph, within the tables below, and to describe its product and project.
4.2 [bookmark: _Toc21508371]Biometric Identity Management
	#
	Topic
	Function description
	

	a) 
	Biographic capture and enrolment
	Capture module for Fingerprint and Facial at least, compliant to BioApi standards and handling standard devices.
	S

	b) 
	Matching performance & Accuracy
	Accuracy & performance of the biometric matching for fingerprints and facial (at least). Error rates, Aging and other problems handling
	M

	c) 
	Identity resolution
	Capability to analyze suspicious records, in order to decide about the correct identity
	M

	d) 
	Biographic data
	No biographic data is handled in the current registry by Israeli law, only a "Unique Identifier” 
	M

	e) 
	Biometric data (Face and Fingerprints)
	The system shall be able to handle various algorithms from multiple vendors and technologies
	M

	f) 
	Biometric Fusion
	Capability to implement various Fusion methods
	M

	g) 
	Subsets matching
	Capability to perform matching using data subsets on the fly (which has not been configured before)
	S

	h) 
	Multi Step Search
	Capability to define and perform multi step searching
	S

	i) 
	Search & Queries services capabilities
	Capability to query and search capability and tools
	S

	j) 
	Watch list
	Capability to manage and use multiple watch lists – biographic and biometrics
	M

	k) 
	Fingerprint matching
	Capability to perform fingerprint matching independently on finger position
	M

	l) 
	Identity resolution 
	Functionalities of Identity resolution for Fingerprints, Facial and both
	M



4.3 [bookmark: _Toc21508372]Additional functionalities
	#
	Topic
	Function description
	

	a) 
	Workflow
	Workflow engine (COTS) 
	S

	b) 
	Dual Control
	Dual control in Identity resolution and sensitive operations. Single user cannot operate alone. Dual control to pre-defined processes 
	M

	c) 
	Reporting
	The system will enable analysis and reporting of various types - detailed reports and graphs. Managerial and BI
	S

	d) 
	MMI
	An intuitive Graphical User Interface (GUI) which can be customized and applied uniformly across all workstations, supporting dual screen displays
	S



4.4 [bookmark: _Toc21508373]Data interchange with external systems
	#
	Topic
	Function description
	

	a) 
	Import
	Capabilities of importing biographic records from different formats and sources.
	S

	b) 
	Batch & Online interface
	Batch and online procedures of interfacing the system with high security authentication, including asynchronous processes.
	S

	c) 
	Export
	Capability of the system exporting data to Excel for further processing and display
	S

	d) 
	Web services
	Enabling the various processes will be implemented through Web services and external interfaces 
	S



4.5 [bookmark: _Toc21508374]Architecture & Technology
	#
	Topic
	Function description
	

	a) 
	Black Box concept
	The ABISFI is to be managed as a “balck box” with external management of parameters and inputs.
	S

	b) 
	System Environments
	Multiple environments management (pre-Prod. To DR)
	S

	c) 
	Transactional system data
	Managing a transaction based system
	S

	d) 
	Load Balancing
	Load balancing mechanism
	S

	e) 
	Backup 
	Backup capabilities
	S

	f) 
	DRP
	DR and resilience capabilities
	M

	g) 
	Availability
	Assuring high availability
	S

	h) 
	System management
	System management capabilities
	S

	i) 
	Performance 
	Assure that the system is completing a 10,000 (and above) records per day within 12 hours, including resolution
	M


	j) 
	Scalability
	Moving from 5 million to 10 million and above
	M

	k) 
	OS
	Operating systems options
	S

	l) 
	Storage
	Storage management and requirements
	S

	m) 
	MMI
	COTS (off the shelf) product or customized tool
	S

	n) 
	Language
	Full Hebrew Support 
	M

	o) 
	Hardware
	Standard hardware options
	S

	p) 
	Database
	Standard, off-the-shelf SQL (e.g.: MS SQL, Oracle)   
	M

	q) 
	Workstation
	Client workstations will be standard, COTS PCs
	S

	r) 
	SLA
	SLA management and monitoring
	S

	s) 
	Network
	Capability of network connectivity to be performed in a network isolated manner using Firewalls
	M


4.6 [bookmark: _Toc21508375]Security
	#
	Topic
	Function description
	

	a) 
	IDM
	Roles and Rights management including User roles, User profiles and permissions.
	M

	b) 
	Software licensing
	The  System software licensing must not rely on hardware components (such as dongles)
	M

	c) 
	No specific hardware
	The System must not use built in hardware identifiers in any way, for licensing purposes (such as an HSM serial number or a MAC address).
	S

	d) 
	Openess
	Access to authorized personnel of the Biometric Authority, and their official representatives (with an advanced written approval)
	S

	e) 
	NISA specifications
	Comply with specifications of National Information Security Agency (NISA) (which will be provided to the Supplier)
	M

	f) 
	Authentication
	central account management for all components
	S

	g) 
	Authorization
	Management of authenticated users are only given 
access to function(s) and data sets in relationship to their duties
	M

	h) 
	PKI
	use of a Public Key Infrastructure to meet the following security requirements: 
1. 	Data encryption (data at rest); 
2. 	Digital signature and verification; 
3. 	Operating System and application authentication; 4. 	VPN Security Association (SA) authentication. 

	S

	i) 
	Monitoring, Audit, and Control
	Capability to monitor and audit all components All login attempts to the process solution; 
Password changes; 
Application updates; 
Application errors; 
System processes activities (e.g., start/stop/errors); 
Operational events defined in the process solution functional requirements. 
	S

	j) 
	Authentication
	Two factor authentication
	S



4.7 [bookmark: _Toc21508376]Privacy
	#
	Topic
	Function description
	

	a) 
	Anonymization
	Identity records are anonymized and managed by a reference number
	M

	b) 
	Log & Audit
	Detail log of events 
	M

	c) 
	Confidentiality 

	The process solution must be able to decrypt information received from external sources (e.g. collect solution sources).
	M



4.8 [bookmark: _Toc21508377]Project Management
	#
	Topic
	Function description
	

	a) 
	Project definition 
	consulting and project financing, with tailor-made business models  
	S

	b) 
	Deployment and operation 
	Solution design, installation setup and operator training
	S

	c) 
	Data Migration & Conversion
	Managing data migration from old system 
	M

	d) 
	Documentation
	Documentation list and method
	S

	e) 
	Detailed Specification Stage
	Methodology of the phase
	S

	f) 
	Customization Stage
	Methodology of the phase
	S

	g) 
	Training Stage
	Detail training plan for all types of users
	S

	h) 
	Installation
	Installation phase by local team with security clearance
	M

	i) 
	Delivery approach
	
Pre-design Phase; Design Phase; 
Development and Integration Phase; 
Validation and Acceptance Test Phase; 
Deployment Phase; and Operational Phase. 
	S

	j) 
	Delivery phase timeline
	Average timeline for installation to operation
	S

	k) 
	Project plan
	Project plan management methodology
	S

	l) 
	Risk Analysis
	Risk analysis methodology
	S

	m) 
	Change management
	Change management methodology
	S

	n) 
	Requirements tracking & Management
	Methodology of the processes
	S

	o) 
	Place of delivery
	Israel
	M

	p) 
	Project Language
	Hebrew for local team and English for remote team
	M

	q) 
	Installation
	The system shall be installed in BDMA premises by BDMA employees and own team due to security measure
	M

	r) 
	Training
	The scope will include training  services
	S

	s) 
	Biometric training
	The scope shall include biometric training services
	S

	t) 
	Team Experience
	The experience of bidder team involved
	S

	u) 
	Timetable
	Provide a timetable for provision of the equipment and services 
	S

	v) 
	Quality assurance or risk management
	Indicate how you intend to address any issues of quality assurance or risk management as part of the provision of the product or services.
	S


4.9 [bookmark: _Toc21508378]Acceptance Tests and Procedures
	#
	Topic
	Function description
	

	a) 
	Data test
	Usage of standard biometric data set (such as NIST datasets) to test the system
	S

	b) 
	Testing
	The System must provide the necessary tools and interfaces to ensure comprehensive testing of functionality, components and devices.
	S

	c) 
	Biometric testing
	Use of standard biometric testing processes
	S



4.10 [bookmark: _Toc21508379]Support and maintenance
	#
	Topic
	Function description
	

	a) 
	Maitenance
	Capability to maintain the system by the client team. The scope shall include Maintenance & Support services
	S

	a) 
	NOC & SOC
	Alert management tools
	S

	b) 
	ongoing testing & Performance
	Anually and during the life cycle of the system
	S

	c) 
	In-service support 
	Hotlines, solution monitoring and auditing, system recovery and backup certification.
	S

	a) 
	Local support 
	Local support with local security clearance
	M

	d) 
	Monitor
	The System must provide the necessary tools and interfaces to monitor,
Identify, refine, and rectify the relevant errors and faults in relation to capacity, performance, communication, connectivity for all components and functionality.
	S

	e) 
	Defects
	Rectification of Defects; Provision of any or all applicable Software updates and new releases; Replacement of Software; Provision of further enhancements; Software under updates or new releases; Provision of a telephone help desk service which is available during office hours; and On-site support, if required  client
	S

	f) 
	Response time
	support within Response Times; Resolution Times 
	S

	g) 
	Parameters collection
	Collection of operational parameters to measure, monitor performance and SLA
	S




4.11 [bookmark: _Toc21508380]Standards
i. The following table refers to the compliance of the proposed product to various types of standards and to add any other relevant general standard
	#
	Topic
	Function description
	

	a) 
	Compliance to International standards
	IT industry standards
	S

	b) 
	Security
	Security & Encryption standards
	S

	c) 
	API
	Standard API with preference will be given to services that receive and transmit information in XML (S).
	S

	d) 
	Biometric Standards
	All the proposed systems will meet current generally accepted global FP/PP and facial recognition standards (ANSI/NIST-ITL, and all other relevant standards).
	S

	e) 
	Biometric Standards
	Technical interface (Application programming interface)
	S

	f) 
	Biometric Standards
	Data interchange formats
	S

	g) 
	Biometric Standards
	Biometric profiles
	S

	h) 
	Biometric Standards
	Methodologies for performance testing and reporting;
	S

	i) 
	Biometric Standards
	Conformance testing methodologies for the base standard; and
	S

	j) 
	Biometric Standards
	Cross jurisdictional and society aspects of biometric technology utilization
	S


ii. This table is focused on biometric standards, that the submitter shall refer to the following list whether and how the product is compliant and to add any other relevant biometric standard (or equivalent) 
	
	
	
	

	a) 
	[ANSI_NIST]
	ANSI/NIST-ITL 1-2000, American National Standard for Information Systems – Data Format for the Interchange of Fingerprint, Facial, & Scar Mark & Tattoo (SMT) Information
	S

	b) 
	[CBEFF]
	ISO/IEC 19785-1:2006 "Information technology - Common Biometric Exchange Formats Framework - Part 1: Data element specification"
	S

	c) 
	[EBTS/F]
	FBI Electronic Biometric Transmission Specification Version 8, Appendix F, September 2007.
	S

	d) 
	[ISO_19784-1]
	ISO/IEC 19784-1:2006 “Information technology – Biometric application programming interface – Part 1: BioAPI specification”
	S

	e) 
	[ISO_19784-4]
	ISO/IEC 19784-4:2011: “Information technology – Biometric application programming interface – Part 4: Biometric sensor function provider interface” 
	S

	f) 
	[ISO_19784-5]
	Biometric Application Programming Interface — Part 2: Biometric Archive Function Provider Interface
	S

	g) 
	[ISO_19785-1]
	Common Biometric Exchange Formats Framework (CBEFF) — Part 1: Data Element Specification
	S

	h) 
	[ISO_19785-2]
	Common Biometric Exchange Formats Framework (CBEFF) — Part 2: Procedures for the Operation of the Biometric Registration Authority
	S

	i) 
	[ISO_19785-3]
	ISO/IEC 19785-3:2007 “Information technology – Common Biometric Exchange Formats Framework – Part 3: Patron format specification”
	S

	j) 
	ISO/IEC 19794-1
	Biometric Data Interchange Format Part 1: Framework
	S

	k) 
	ISO/IEC 19794-2

	Biometric Data Interchange Format — Part 2: Finger Minutiae Data
	S

	l) 
	ISO/IEC 19794-3

	Biometric Data Interchange Format — Part 3: Finger Pattern Spectral Data
	S

	m) 
	ISO/JEC 19794-4

	Biometric Data Interchange Format — Part 4: Finger image Data
	S

	n) 
	ISO/IEC 19794-5

	Biometric Data Interchange Format Part 5: Face Image Data
	S

	o) 
	ISO/IEC 19794-6

	Biometric Data Interchange Format — Part 6: Iris image Data
	S

	p) 
	ISO/IEC 19794-7

	Biometric Data Interchange Format — Part 7: Signature/Sign Time Series
Data
	S

	q) 
	ISO/IEC 19794-8

	Biometric Data interchange Format — Part 8: Finger Pattern Skeletal Data
	S

	r) 
	ISO/JEC 19794-9

	Biometric Data Interchange Format — Part 9: Vascular Image Data
	S

	s) 
	ISO/IEC 19794-10

	Biometric Data Interchange Format — Part 10: Hand Geometry Silhouette Data
	S

	t) 
	ISO/IEC 19795-1
	Biometric Performance Testing and Reporting — Part 1: Principles and Framework
	S

	u) 
	ISO/IEC 19795-2

	Biometric Performance Testing and Reporting — Part 2: Testing Methodologies and Scenario Evaluation
	S

	v) 
	[ISO_10918-1]
	ISO/IEC 10918-1:1994: “Information technology – Digital compression and coding of continuous-tone still images: Requirements and guidelines”
	S

	w) 
	[ISO_15444]
	 “Information technology - JPEG 2000 image coding system: Core coding system”
	S

	x) 
	[ISO_24709-1]
	“Information technology – Conformance testing for the biometric application programming interface (BioAPI) – Part 1: Methods and procedures”
	S

	y) 
	[ISO_24709-2]
	 “Information technology – Conformance testing for the biometric application programming interface (BioAPI) – Part 2: Test assertions for biometric service providers”
	S




5 [bookmark: _Toc21508381]SUBMISSION METHOD
The proposal will be submitted according to the following outline using the “Response Template for RFI” attached to this RFI.
The proposal will be submitted in PDF and in Word format (Identical) using the template attached provided by BDMA.
5.1 [bookmark: _Toc21508382]Managerial Chapter
a) Submitter details
b) Company profile
c) Executive summary
d) Previous experience
e) Schedule estimation for a full delivery
f) Schedule estimation for installing and preparing a POC  of an experimental station that includes all required licenses

5.2 [bookmark: _Toc21508383]Technical Chapter
a) Solution overview
b) Solution description and its implementation method. 
c) The technologies which solution details are based on. 
d) Detail response in the table according the specific functionalities and topics.

5.3 [bookmark: _Toc21508384]Financial Chapter
Price estimation structure and estimation detail will be submitted in accordance with the requirements listed below:
a) Budgetary prices for licenses of the product. 
b) Sample cost of biometric algorithms for trials which can be attached and provided with the product (for 5 Million and 10 Million)
c) Annual maintenance costs
d) Price for a POC & Loan implementation, upon BDMA decision to request a POC
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